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CHAPTER 6

Transitioning Into Cloud Engineering
Turning Traditional IT Experience Into Practical Cloud Skills

Chapter Introduction — Your Experience Is More Valuable Than You
Think

In Chapter 5, we explored how my career expanded from Oracle Database Administration into enterprise
applications, consulting, and broader architecture responsibilities. That progression taught me something
important: technology changes, but many of the underlying principles remain the same.

Servers still require computing resources. Applications still depend on networks. Databases still require
performance management, security, and recovery. Business systems still depend on integrations, identity, and
operational support. Cloud computing changes how organizations provision, manage, scale, and pay for those
capabilities; it does not eliminate the need to understand them.

Throughout my career, I worked with Windows, Unix, networking, databases, enterprise applications,
infrastructure, migrations, and architecture. Later cloud responsibilities built on those experiences, including
assessments, discovery, migration planning, and solutions involving AWS, Azure, Google Cloud, and Oracle Cloud
Infrastructure.

Your existing technical experience is not something you leave behind. It is something you build upon.

Learning outcomes

• Explain how traditional IT skills transfer into cloud engineering.

• Understand cloud service models and shared responsibility.

• Build and secure a basic cloud environment with networking, compute, storage, and monitoring.

• Apply scripting, infrastructure as code, operations, reliability, and cost management.

• Evaluate migration approaches and produce documented project evidence.

• Prepare for cloud architecture responsibilities without inventing a separate career stage.

6.1 — From Enterprise IT to Cloud Engineering

Cloud computing introduces new service names, management interfaces, APIs, and operating models. Yet a
virtual machine still requires CPU, memory, storage, networking, an operating system, and security. A managed
database still needs performance, availability, access, backup, and recovery decisions.
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Help Desk work taught me troubleshooting, user impact, operating systems, and networking. Oracle DBA work
developed performance, recovery, and production responsibility. Oracle Applications DBA work introduced
application tiers and business dependencies. Consulting expanded client, project, and delivery exposure.
Architecture responsibilities developed the ability to evaluate complete solutions.

Cloud engineer versus cloud architect

Cloud engineers commonly provision, configure, secure, automate, monitor, troubleshoot, and operate
environments. Cloud architects focus on selecting and designing solutions against business requirements,
constraints, risks, and trade-offs. Roles overlap, but Chapter 6 emphasizes implementation and operations;
Chapter 7 develops architecture decisions.

Career connection: My documented path did not require a separate Cloud Engineer job title. Readers can develop
engineering capabilities from their existing roles and use practical evidence to support their transition.
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Infographic 1 — From Traditional IT Skills to Cloud Engineering

Approved cinematic roadmap showing how Help Desk, Windows/Unix, networking, Oracle DBA, enterprise
applications, and consulting expertise transfer into cloud engineering.

6.2 — Understanding Cloud Computing & Service Models

Cloud computing enables on-demand provisioning, network access, resource pooling, elasticity, metered
consumption, and API-driven automation. These capabilities can improve flexibility, but require sound
governance and operations.

Service model Provider generally manages Customer focus

IaaS Underlying physical infrastructure Guest OS, application, data, configuration, access

PaaS More of the underlying application platform Application, data, access, configuration

SaaS Complete provider-operated application Users, configuration, data governance, access

The shared responsibility model varies by provider and service. A cloud VM still needs customer-managed guest
operating system patching and security. A managed database may reduce platform maintenance, but does not
eliminate customer responsibility for data protection, permissions, and workload configuration.
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Illustrative scenario

An on-premises Windows application server moves to a cloud virtual machine. The provider operates physical
infrastructure, but the organization must still manage application behavior, access, guest OS maintenance,
backup, monitoring, and cost.

Career connection: Enterprise operations experience helps you recognize which responsibilities change and
which remain when selecting cloud services.

6.3 — Translating Traditional Infrastructure Into Cloud Services

Traditional concept Cloud equivalent or related capability

Physical server / virtualization Virtual machines or managed compute

SAN and local disks Block, file, or object storage

VLANs and network segments Virtual networks and subnets

Firewall rules Cloud network security controls

Load balancer Managed load balancing

Directory and access management Cloud IAM and directory integration

Database server Cloud VM database or managed database

Backup platform Cloud backup and recovery services

Monitoring tools Cloud monitoring and logging

Scripts and configuration tools Cloud automation and infrastructure as code

These are conceptual mappings, not exact one-to-one replacements. Cloud services differ in capabilities,
limitations, costs, and operational responsibilities.

Compute, storage, networking, and data

Historical CPU and memory utilization matters more than simply copying allocated server specifications. A 64-GB
on-premises VM does not automatically need a 64-GB cloud instance. Storage selection depends on access
patterns, capacity, latency, durability, retention, and cost. Networking still depends on IP addressing, routing,
DNS, firewalls, and connectivity.

My Oracle DBA background helped me evaluate cloud database compatibility, performance, recovery,
availability, licensing, and operational responsibility.

Career connection: Learn cloud equivalents of skills you already possess before trying to memorize every
provider product.
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6.4 — Choosing a Cloud Platform & Learning Path

You do not need to learn every cloud platform simultaneously. Select one primary platform for hands-on
development, build confidence, and then translate the concepts.

Platform Practical starting connection

AWS Broad cloud infrastructure and managed services

Microsoft Azure Familiarity for many Windows and Microsoft identity environments

Google Cloud Infrastructure, analytics, and cloud-native services

Oracle Cloud Infrastructure Oracle database and enterprise workload context

The right platform depends on your experience, goals, project opportunities, and market—not a universal
ranking.

Suggested progression

• Foundation: Regions, accounts/subscriptions, identity, billing, shared responsibility.

• Infrastructure: Network, VM, storage, and access restrictions.

• Operations: Monitoring, logging, backups, cost visibility.

• Automation: Scripting and infrastructure as code.

• Application: Deploy and test a small workload.

• Validation: Security, troubleshooting, documentation, and teardown.

Certifications can structure study, but do not replace hands-on evidence. Build projects alongside training.

Career connection: Practical application and real troubleshooting develop deeper confidence than memorization
alone.

6.5 — Cloud Networking & Connectivity

Cloud platforms provide virtual networks such as AWS VPC, Azure Virtual Network, Google Cloud VPC, and OCI
Virtual Cloud Network. Their details differ, but fundamental networking concepts remain essential.

• CIDR and addressing: Plan network and subnet ranges.

• Routing: Understand how traffic reaches destinations.

• Network security: Restrict traffic to required paths.

• DNS: Resolve service names and investigate failures.

• Load balancing: Distribute supported application traffic.
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• Hybrid connectivity: Evaluate VPN and private connectivity when required.

Scenario — A virtual machine is unreachable

Investigate access paths, security rules, routes, DNS, operating system firewalls, listening services, and
authentication. Do not immediately assume the VM is broken.

Lab: Create a virtual network and subnet, deploy a small VM, configure tightly scoped secure access, verify
connectivity, inspect routes and security controls, and remove resources after testing. Prefer provider-approved
secure administrative access over broad internet exposure.

Career connection: Networking and infrastructure fundamentals transfer directly into cloud troubleshooting.

6.6 — Cloud Identity, Security & Governance

Identity and Access Management controls who can access resources and what actions they can perform. Apply
least privilege, strong authentication, privileged access separation, secret protection, logging, and appropriate
encryption.

Operational security checklist

• Enable multifactor authentication where supported.

• Avoid excessive administrator permissions.

• Protect credentials and never commit secrets to code.

• Restrict public access and review network controls.

• Enable appropriate audit logging and monitoring.

• Use naming, ownership, tagging, budgets, and configuration policies.

• Follow authorized change, access, and security procedures.

A learning account with unrestricted administrator access may feel convenient but creates unnecessary risk. Use
permissions scoped to the task, then verify authorized operations succeed.

Career connection: Traditional enterprise security and governance experience remains essential when cloud APIs
make changes easier and faster.

6.7 — Cloud Compute, Storage & Database Services

Cloud compute options include virtual machines, containers, and serverless execution models. They differ in
deployment, scaling, and operational responsibilities. Storage options commonly include block, file, and object
storage. Choose based on workload behavior, access, performance, security, retention, and cost.

Database approaches include self-managed databases on cloud VMs and managed database services. Managed
services can reduce some infrastructure responsibilities but still require customer decisions about access,
configuration, data protection, compatibility, performance, and recovery.
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Practical project — A small application

Deploy a network, a compute service, appropriate storage, restricted access, and monitoring. Record
configuration, dependencies, expected behavior, and troubleshooting steps. Verify that the application functions
and that resources can be removed safely.

Career connection: My database and infrastructure experience helped me evaluate what happens beneath a
cloud service interface—not just how to click Deploy.

6.8 — Automation, Scripting & Infrastructure as Code

Cloud platforms extend traditional scripting through command-line tools, APIs, software development kits, and
infrastructure as code. Terraform and provider-native frameworks can define repeatable infrastructure in
configuration files.

Infrastructure as code can improve reproducibility, reviewability, and consistency, but can also reproduce
mistakes. Misconfigured security rules or permissions can be deployed repeatedly if not tested and reviewed.

Practical workflow

• Deploy a small resource manually and document its configuration.

• Recreate it through an infrastructure-as-code workflow.

• Track changes in version control, such as Git.

• Review and validate configuration before deployment.

• Confirm functionality, security, and cost.

• Document cleanup and remove resources.

Never store credentials in repositories. Use appropriate secrets management and access controls.

Career connection: Unix and scripting experience provided a foundation for cloud automation; sound judgment
remains as important as repeatability.

6.9 — Monitoring, Operations, Reliability & Cost

Deployment is the beginning of an operational lifecycle. Cloud engineers monitor resource utilization, application
performance, logs, availability, security events, and spending. They also plan for incidents, recovery, and
eventual resource retirement.

Area Operational questions

Monitoring What metrics, logs, and alerts reveal problems?

Reliability What happens when a component or zone fails?

Recovery Are RPO and RTO achievable and tested?
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Area Operational questions

Security Who can access resources and what changed?

Cost Which services generate charges and who owns them?

Lifecycle When should resources be scaled, stopped, or removed?

Recovery Point Objective describes acceptable potential data loss. Recovery Time Objective describes target
restoration time. Neither is automatically guaranteed by choosing a cloud service.

Review service pricing before deployment, configure budgets and alerts, use appropriately sized resources, and
delete unused services. Alerts may not stop spending automatically.

Career connection: Database and enterprise operations taught me that a healthy workload must be monitored,
maintained, protected, and recoverable.

6.10 — Cloud Migration & Modernization Fundamentals

Migration begins with understanding applications and business requirements, not selecting a cloud instance.
Discovery should cover ownership, architecture, databases, integrations, identity, networking, performance,
recovery, licensing, security, and operations.

Approach Meaning Important consideration

Rehost Move with limited application change Existing issues may remain

Replatform Targeted platform changes Compatibility and operating model

Refactor Substantial application redesign Effort, risk, and benefits

Retain Keep in current environment Constraints and future plans

Retire Decommission unused workload Dependencies and data obligations

Illustrative legacy application decision

A legacy application might be rehosted for a more direct transition, replatformed to compatible managed
services, or retained while technical constraints are resolved. The choice must follow evidence, not preference.

A migration is not complete when target servers merely start. Validate functionality, data integrity, integrations,
performance, security, user access, monitoring, recovery, and business acceptance.

Career connection: Enterprise applications and consulting experience taught me why dependency discovery and
business validation must precede migration decisions.
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6.11 — Building Real Cloud Engineering Experience

A strong learning project demonstrates objective, requirements, design, implementation, security, operations,
validation, cost, teardown, and lessons learned. A deployment wizard alone is not sufficient evidence.

Three progressive projects

• Project 1 — Secure Cloud VM: Network, instance, scoped access, monitoring, connectivity tests, and cleanup.

• Project 2 — Application with Data: Small application, storage or database, dependencies, access controls,
monitoring, and backup considerations.

• Project 3 — Automated Environment: Infrastructure as code, version control, validation, cost controls, and
repeatable teardown.

Describe your project honestly on a resume or portfolio: objective, tools, decisions, tests, results, and lessons
learned. Do not represent a personal lab as production employment experience.

Career connection: My career reinforced that real projects, investigation, and documented results create
stronger evidence of ability than certificates alone.
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Infographic 2 — Inside a Real-World Cloud Engineering Environment

Approved cinematic technical illustration showing hybrid connectivity, networking, identity, compute, data,
security, automation, monitoring, and cost management.
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Infographic 3 — The Cloud Engineering Skills & Project Roadmap

Approved cinematic roadmap connecting cloud foundations, networking, security, core services, automation,
operations, migration, and documented hands-on projects.

6.12 — Practical Toolkit: Cloud Engineering Worksheets

Use an authorized cloud learning account, review costs before deployment, and do not publish confidential
information. These worksheets are designed to produce honest, portfolio-ready evidence.
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WORKSHEET A — Traditional IT to Cloud Skills Assessment

Purpose: Identify transferable skills, cloud knowledge gaps, and practical development priorities. Rate 1 (new)
through 5 (advanced with troubleshooting experience).

Traditional capability Rating 1–5 Evidence Related cloud skill

Windows administration

Linux/Unix administration

TCP/IP networking

DNS and routing

Firewalls and security

Virtualization

Storage administration

Database administration

Backup and recovery

Monitoring

Scripting

Application support

Troubleshooting

Documentation

Cloud capability Rating 1–5 Evidence Priority

Service models

Account organization

Virtual networks

Compute and storage

IAM and security

Monitoring and logging
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Cloud capability Rating 1–5 Evidence Priority

Cost management

Infrastructure as code

Cloud databases

Migration fundamentals

My three strongest existing skills and how they transfer to cloud

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

My three highest-priority cloud gaps and projects that will close them

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Week Focus Evidence

1 Cloud foundations and account security Setup checklist

2 Networking and compute Deployment diagram

3 Monitoring, storage, and access Test results

4 Documentation, cost review, teardown Project report

Portfolio artifact: Traditional IT to Cloud Engineering Skills & Development Plan.



MODERNIZE WITHOUT COMPROMISE PAID CAREER ROADMAP & TOOLKIT | CHAPTER 6

TRANSITIONING INTO CLOUD ENGINEERING 14

WORKSHEET B — Build, Secure & Operate a Cloud Workload

Purpose: Demonstrate secure implementation, operational validation, cost awareness, and responsible
teardown.

Part 1 — Cloud provider, project objective, expected users, and selected services

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Estimated charges, budget limit, and alert configuration

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Component Selected service Purpose Security consideration

Virtual network

Subnet

Compute

Storage

Identity

Monitoring

Backup/recovery

Part 2 — Security checklist

• [ ] Account authentication and privileged access are appropriately configured.

• [ ] Network access is limited; unnecessary public admin exposure is avoided.

• [ ] Secrets are protected and logging is configured.

• [ ] Resource ownership, budget, and cleanup steps are documented.

Part 3 — What I deployed, configuration decisions, and problems encountered
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________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Validation test Expected Actual Pass/fail

Network connectivity

Application availability

Authorized access

Unauthorized access restriction

Monitoring visibility

Logging

Backup/recovery check

Cost visibility

Part 4 — Outage investigation, cost monitoring, recovery options, and untested risks

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Part 5 — Resources removed, final cost review, and lessons learned

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________
Portfolio artifact: Secure Cloud Workload Implementation & Operations Report.
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WORKSHEET C — Cloud Migration & Modernization Decision Lab

Purpose: Evaluate migration approaches based on business requirements, dependencies, risks, and evidence.

Part 1 — Application, business purpose, owner, current environment, and database

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Known dependencies, availability requirements, and recovery objectives

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Discovery area Current findings Unknowns / risks

Compute

Operating system

Database

Storage

Networking

Identity

Integrations

Performance

Backup/recovery

Licensing/support

Operations

Migration option Potential benefits Risks / constraints

Rehost
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Migration option Potential benefits Risks / constraints

Replatform

Refactor

Retain

Retire

Part 2 — Proposed approach, evidence, and assumptions requiring validation

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Part 3 — Connectivity, security, data migration, testing, and rollback considerations

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

Validation area Acceptance criteria Responsible team

Functionality

Data integrity

Integrations

Performance

Security

Monitoring

Recovery

Business sign-off
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Part 4 — Existing skills used, new cloud skills developed, and unanswered architecture
questions

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________
Portfolio artifact: Cloud Migration Options, Dependencies & Validation Assessment.

6.13 — Chapter Takeaways & Preparing for Cloud Architecture

Cloud engineering bridges traditional IT experience and broader cloud architecture responsibilities. My career
shows how troubleshooting, database specialization, enterprise applications, consulting, and architecture
experience can support cloud assessment and migration work.

• Traditional IT fundamentals remain valuable.

• Cloud service models change—but do not eliminate—operational responsibilities.

• Start with one platform and build practical experience.

• Security, governance, cost, and monitoring belong in every project.

• Automation requires technical understanding and validation.

• Real projects produce evidence of capability.

• Cloud engineering provides an implementation foundation for architecture.

Career stage Knowledge developed Cloud engineering connection

Help Desk Users, operating systems, troubleshooting Service support

Oracle DBA Unix, SQL, performance, recovery Cloud databases and reliability

Enterprise applications Application tiers, integrations Workload dependencies

Consulting Requirements, stakeholders, delivery Implementation projects

Enterprise architecture Design and trade-offs Cloud solution evaluation

Cloud engineering Deployment, security, automation Foundation for cloud architecture
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Coming next — Chapter 7: Becoming a Cloud Architect

Chapter 7 will move from building and operating cloud environments to evaluating complete solutions:
requirements, architecture discovery, security, resilience, performance, cost, design decisions, and
communication.

Remember: The tools and delivery models change, but the value of technical understanding remains. Learn,
practice, build, troubleshoot, document, and grow.


